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Copyright Statement

Tenda is the registered trademark of Shenzhen Tenda Technology Co.,
Ltd. All the products and product names mentioned herein are the trademarks or
registered trademarks of their respective holders. Copyright of the whole
product as integration, including its accessories and software, belongs to
Shenzhen Tenda Technology Co., Ltd. No part of this publication can be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated
into any language in any form or by any means without the prior written
permission of Shenzhen Tenda Technology Co., Ltd. If you would like to know
more about our product information, please visit our website at

http://www.tendacn.com.

Disclaimer

Pictures, images and product specifications herein are for references only. To
improve internal design, operational function, and/or reliability, Tenda reserves
the right to make changes to the products described in this document without
obligation to notify any person or organization of such revisions or changes.
Tenda does not assume any liability that may occur due to the use or application
of the product or circuit layout(s) described herein. Every effort has been made
in the preparation of this document to ensure accuracy of the contents, but all
statements, information and recommendations in this document do not

constitute the warranty of any kind, express or implied.



http://www.tendacn.com/

About this Manual

Thank you for choosing Tenda! Before you start, please read this User Guide,
which instructs you to install and configure your device. This User Guide is
applicable to 4G600 and 4G630. Unless otherwise specified, the 4G630 is used

as an example throughout this User Guide.

Convention

This user guide uses the following formats to highlight special messages:

This format is used to highlight information of

A importance or special interest. Ignoring this type
Note L . . .

of note may result in ineffective configurations,

loss of data or damage to device.

@ This format is used to highlight a procedure that
Tip

will save time or resources.

||_!!J| Knowledge Center Description of fields on the device GUI.

Technical Support

® \Website: http://www.tendacn.com

® Email: support02@tenda.com.cn

® Skype: tendasz

® YouTube: Tendasz1999

® Hotline:
1-800-570-5892 (USA) (061) 1300787922 (Australia)
(064) 800787922 (New Zealand) (0852) 36120883 (Hong Kong)
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| Product Overview

1 Package Contents

Unpack the package. Your box should contain the following items:
» 3G/4G Wireless Router

Ethernet Cable

Power Adapter

Install Guide

vV V V V

Resource CD
If any of the parts are incorrect, missing, or damaged, contact your Tenda dealer.

Keep the carton, including the original packing materials, in case you need to

return the product for repair.

2 Getting to Know Your Device

2.1 What It Looks like
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2.2 LED

— NN

>
P
i

PWR Solid The device is receiving electric power.
SYS Blinking System is starting up properly.
WPS Blinking The device is functioning properly.
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The WAN/LAN /WLAN interface is transmitting
Blinking
data.
WAN/LAN/WIiFi
The WAN/LAN interface is connected correctly.
Solid
The WiFi radio is on.
USB Solid The USB port is connected correctly.
This icon indicates no actual meaning. It is only for
T /
decoration.

2.3 Button & Interface

USB USB port for attaching a 3G/4G USB Modem

Pressing this button for over 6 seconds resets the
WPS/Reset device to factory default settings or 1-3 seconds to

enable WPS quick encryption.

WAN Internet port for cabling the device to the Internet side

LAN1/2/3 Local (LAN) Ethernet ports for cabling the device to
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local computers, switches, etc.

POWER Power port for connecting the device to a power outlet

2.4 Label

Made in china '
1'enda www.tendacn.com

3G/4G Wireless N300 Router

1 |[Model: 4G630
2 |IP Address: 192.168.0.1 MAc 4
3 |User Name: admin
4 |Password: admin F@
Power: 12V=1A
FCC ID: V7T4G630 Serlal
X CE
COMPLIANT /

1—Product Model

2—Default Login IP address

This IP address is to be used to access the device’s settings through a Web
browser.

3/4—Default login user name/password

This information is to be used for web access authentication.

5—Device’s physical address

1 Product Qverview | Tenda



Il Quick Setup

1 Hardware Install

You can either connect to the device wirelessly or using Ethernet cables. Select
an install method according to your network environment.

If you access the Internet via a 3G/4G USB modem, see 3G/4G Router

Mode.
If you access the Internet by connecting the device to the Ethernet cable

from the incoming Internet side, see Wireless Router Mode.

If you acquire Internet access from a remote AP on an existing network, see

Universal Repeater Mode.

ANote

DO NOT expose the device to heat sources.
Disconnect the device from power supply in thunderstorm weather.
Keep the device away from electrical appliances (such as electromagnetic

cooker and cordless phone, etc.) to avoid electromagnetic interference.

3G/4G Router Mode

By connecting an activated 3G/4G USB modem to your device and it gives you

the freedom to roam while staying connected to the Internet.

Insert a 3G/4G USB modem to the device.
Connect the device to a power outlet.

Connect your desktop, notebook and smart phone, etc. to the device.



3G/4G Wireless Router

Smart Phone

- ~ 8]
% S mE=

/ Ethernet Cable

Notebook

Desktop

Wireless Router Mode

In this mode, your device functions as a common wireless router. Simply

connect it to an Internet-enabled DSL/fiber optical/cable modem.

(M Connect the WAN port of the device to an Internet-enabled DSL/fiber

optical/cable modem.

@ Connect the modem and the device to a power outlet.

@ Connect your desktop, notebook and smart phone to the device.

— 3

3G/4G Wireless Router

C

Power Outlet SmartPhone
' o] —,
Internet | m :
£ St Modem ) =" ; =
iber Optical Modem — L
Cable Modem H" b m
& i : 0 Desktop
y = ower Adapter
( I L 2 P @ e ll Ethernet Cable
e ¥
T ¥ Ethernet Cable
Phone Cable/Fiber/TV Cable (1) /B

L)

Notebook

nn Quick Setup | Tenda



Universal Repeater Mode

The universal repeater feature can be used to extend your existing wireless

network coverage.

(O Connect the device to a power outlet.

@ Connect your desktop, notebook and smart phone to the device.

3G/4G Wireless Router
Smart Phone

Internet -
N \\ ";"I\ L : '.:‘A 3
,'v- \ m
; DeSktop
Ethernet Cable Ethernet Cable
) T EERLAA,
Wireless Router
Notebook

@Tip

(1) To scan and connect to a remote wireless device see Universal Repeater

Mode in 4 Quick Internet Setup & Wireless Security Setup.

@) To connect the device wirelessly, see 2 Join Your Wireless Network.

2 Configure Your PC

If your computer is set to a static or fixed IP address (This is uncommon),
change it to "Obtain an IP address automatically” and "Obtain DNS server

address automatically" from the device. See 1 Configure Your PC.

11 Quick Setup | Tenda



3 Web Login

@ Launch a Web browser, say, IE.

:

Inter.&t

Explorer

@) In the address bar, input the device’'s LAN IP address (192.168.0.1 by

default), and press Enter.

@] httpy//192.1680.

(3 Enter the login password (admin by default) and click Login.

Mobile WIFI

User Name: admin

Password: | sssess

Lagir Cancel

(@ The Status screen appears. Click Wizard to enter the setup wizard

interface.

nn Quick Setup | Tenda



3G/4G Traffic Statistics

WAN Status

Internet Connection Status

WAN IP

Subnet Mask

Gateway

Primary DME Server

Secondary DNS Server

Internet Connection Type

Connect

LAN Status

IP Address

Subnet Mask

DHCP Server

Wireless Status

Wireless Radio

381D

3G/4G USB modem not attached

0.000

0.000

0.000

0.00.0

0.00.0

3GH4G

Disconnect

192.168.0.1

255.255.255.0

Enabled

Enabled

Tenda_38DDCH

Help

Here you can view the WAN
status, LAN status, wireless
status and system status of
the device.

Wizard

(= 3G/4G Priority

0 Wireless Router Mode
# 3G/4G Router Mode

= Universal Repeater Mode

¥ Auto-switch System Mode

" Ethernet Priority

Help

3G/4G Router Mode: In this
moade, the router acquires
Internet access through an
activated 3G/4G USE modem
which is attached to its USB
port. Wired WAN access is
disabled

Wireless Router Mode: In this
moade, the router acquires
Internet access through a
wired WAN port. 3G/4G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Wode. In this mode the router

4 Quick Internet Setup & Wireless Security Setup

Read the following and determine your Internet connection type. Then follow the

right setup wizard.

A. If you access the Internet via a 3G/4G USB modem, see 3G/4G Router

nII Quick Setup | Tenda




Mode.

B. If your ISP provides you with a cable from the incoming Internet side but no
ISP login account or IP information, your ISP uses a DHCP connection. See

Wireless Router Mode — DHCP.

C. If your ISP provides you with a cable from the incoming Internet side and a
PPPoE login account, your ISP uses a PPPoOE connection. See Wireless

Router Mode — PPPoE.

D. If you acquire Internet access from a remote AP on an existing network, see

Universal Repeater Mode.

E. To learn about the Auto-switch System Mode, 3G/4G Priority and/or

Ethernet Priority, see Auto-switch System Mode & Priority.

3G/4G Router Mode

(1) Select 3G/4G Router Mode and click Next.

Wizard Status Basic Wireless Advanced Tools
W Home 3G/4G Router Mode: In this
 Wireless Router Mode mode, the router acquires
Internet access through an
# 3G/4G Router Mode activated 3G/4G USE modem
which is attached to its USB
¢ Universal Repeater Mode port. Wired WAN access is
disabled
Wireless Router Mode: In this
¥ Auto-switch System Mode mode, the router acquires

Internet access through a
(= 3G/4G Priority ¢ Ethemnet Priority wired WAN port. 3G/4G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Wode. In this mode the router

2) Configure 3G/ 4G Internet connection settings and then click Next. If you

are not sure of which service provider to use, select Auto.

(I 1T Quick Setup | Tenda




Wizard

Country

Service Provider
ISP

APM

Dial Mumber
User Mame

Password

|UK

| ‘Vodafone UK

| WVodafone UK

| Internet

*a9#

| Web

| Previous | | Mext |

Help

3GMG Router Mode: In this
mode, the router acquires
Internet access through an
activated 3G/4G USB modem
which is attached to its USB
port. Wired WAN access is
disabled.

Wireless Router Mode: In this
made, the router acquires
Internet access through a
wired WAN port. 3G4G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Mode. In this mode the router
acquires Internet access from
aremote wireless device and
provides access to clients in
the meantime.

@ Configure your wireless network: SSID, Channel, Key and then click Next.

Wizard

SsID
Channel

Key

Security Mode

| Tenda_38DDC9

| Auto

[]

| 12345678

Tenda optimizes wireless security. Default AES under WPAZ-PSK will effectively protect your
netwark against unauthorized accesses. Ifthis field is left blank, your wireless network is not

secured

Help

3G/4G Router Mode: In this
mode, the router acquires
Internet access through an
activated 3G/4G USB modem
which is attached to its USB
port. Wired WAM access is
disabled.

Wireless Router Mode: In this
mode, the router acquires
Internet access through a
wired WAN port. 3G/4G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Mode. In this mode the router
acquires Internet access from
aremote wireless device and
provides access to clients in
the meantime.

@ Click Finish and wait for the device to restart.

Wizard

Configurations complete

Previous | | Finish |

Help

3G/M4G Router Mode: In this
made, the router will try 3G/4G
access only. WAN access is
disabled

Wireless Router Mode: In this
made, the router will try WAN
access only. 3G/M4G access is
disabled

T Quick Setup | Tenda




Wireless Router Mode — DHCP

(1 Select Wireless Router Mode and click Next.

Wizard

{7 Wireless Router Mode
 3G/MG Router Mode

= Universal Repeater Mode

[ Auto-switch System Mode

= 3G/M4G Priority " Ethernet Priority

Mext

Help

3G/M4G Router Mode: In this
moade, the router acquires
Internet access through an
activated 3G/4G USB modem
which is attached to its USB
port. Wired WAN access is
disabled.

Wireless Router Mode: In this
moade, the router acquires
Internet access through a
wired WAN port. 354G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Made. In this mode the router
acguires Internet access from
aremote wireless device and
provides access to clients in
the meantime.

@ Select DHCP and click Next.

Wizard

Internet Connection Type | DHCP j|

Mext

Help

3G/4G Router Mode: In this
moade, the router acquires
Internet access through an
activated 3G/4G USB modem
which is attached to its LISB
port. Wired WAN access is
disabled

@ Configure your wireless network: SSID, Channel, Key and then click Next.

iPJ 1T Quick Setup | Tenda




Wizard Help

36/4G Router Mode: In this
SsID | Tenda 330D0C0 made, the router will try 3G/4G
access only. WAN access is

Channel | Luto j ‘ disabled.
Wireless Router Mode: In this

Key | 12345678 ‘ maode, the router will try WARK
access only. 3G/4G access is
Security Mode disabled.
Tenda optimizes wireless security. Default AES under WPAZ-PSK will effectively protect your 3G/4G Router Mode: Dials up
network against unauthorized accesses an Internet connection using
an inserted 3G/4G network

adapter.

Universal Repeater: This is
the Client plus AP Maode. In
this mode the router acquires

Wizard Help
3G/4G Router Mode: In this
Configurations complete made, the router will try 3G/4G
access only. WAN access is
disabled
Frevious | | Finish | Wireless Router Mode: In this
mode, the router will try WAN
access only. 3G/4G access s
disabled

Wireless Router Mode — PPPOE

(1 Select Wireless Router Mode and click Next.

-II Quick Setup | Tenda



Wizard

{1 wireless Router Made
(334G Router Mode

= Universal Repeater Mode

W Auto-switch System Mode

= 3G/MG Priority " Ethernet Priority

Help

3G/M4G Router Mode: In this
moade, the router acquires
Internet access through an
activated 3G/4G USE modem
which is attached to its USB
port. Wired WAN access is
disabled.

Wireless Router Mode: In this
made, the router acquires
Internet access through a
wired WAN port. 3G/4G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Made. In this mode the router
acquires Internet access from
aremote wireless device and
provides access to clients in
the meantime.

2 Select PPPOE, enter the PPPoE User Name/Password and click Next.

Wizard

Internet Connection Type
PPPoE User Mame

PPPoE Password

L

Help

3G/4G Router Mode: In this
made, the router acquires
Internet access through an
activated 3G/4G USB modem
which is attached to its USB
port. Wired WAN access is
disabled.

Wireless Router Mode: In this
mode, the router acquires
Internet access through a
wired WAN port. 3GH4G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Made. In this mode the router
acquires Internet access from
a remote wireless device and
provides access to clients in
the meantime

@) Configure your wireless network: SSID, Channel, Key and then click Next.
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3G/4G Router Mode: In this

33D Tenda 38DDCY mode, the router acquires
Internet access through an
Channel Aulo j activated 3G/4G USB modem
which is attached to its USB
Key 12345678 port. Wired WAN access is
disabled.
Security Mode \Wireless Router Mode: In this
Tenda optimizes wireless security. Default AES under WPAZ-PSK will effectively protect your maode, the router acquires
network against unauthorized accesses. Ifthis field is left blank, your wireless network is not Internet access through a
secured. wired WAN port. 3GM4G

access is disabled.
Previous MeExt Universal Repeater: Also
known as Client plus AP
Mode. In this mode the router

acquires Internet access from
aremote wireless device and
provides access to clients in
the meantime

@ Click Finish and wait for the device to restart.

36143 Router Mode: In this

Configurations complete mode, the router will try 3G/4G
access only. WAN access is
disabled

Frevious Finish Wireless Router Mode: In this

mode, the router will try WaAR
access only. 3G/4G access s
disabled

Tip
Five Internet connection types are supported for the wired WAN connection

(Ethernet): DHCP, PPPOE, PPTP, L2TP and Static IP. For PPTP, L2TP and

Static IP, see 2.2 WAN Settings.

Universal Repeater Mode

(D Select Universal Repeater Mode and click Next.

R 1T Quick Setup | Tenda




Wizard

€ Wireless Router Mode

¢ 3G/4G Router Mode

niversal Repeater Mode

[T Auto-switch System Mode

% 3G/4G Priority = Ethernet Priority

Help

3G/4G Router Mode: In this
made, the router acquires
Internet access through an
activated 3G/4G USB modem
which is aftached to its USB
port. Wired WAN access is
disabled.

Wireless Router Mode: In this
maode, the router acquires
Internet access through a
wired WAN port. 354G
access is disabled.
Universal Repeater: Also
known as Client plus AP
Maode. In this mode the router
acquires Internet access from
aremote wireless device and
pravides access to clients in
the meantime.

2 Enter or select the SSID, MAC, Channel and security settings exactly the

same as the remote AP and then click Next.

Wizard

Remote AP's SSID | Tenda_C8DASD

Remote AP's MAC | CE3A35:80:80:80

(Example:c8:3a:35.3c:10:h8)

Remote AP's Channel | 1

-l

Please select link AP's security mode from below and enter its security key:

Security Mode | WPA-PSK

H

Cipher Type | AES

=l

Security Key | 12345678

Clear

Tenda_CBDAS0  C8:3A35:80:50:80 1

Select SSID MAC Address Cha. ..

Security Signal St...
WPAJAES 59

@) Configure your wireless network: SSID and Key and then click Next.
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Wizard Help
3G/45 Router Mode: In this
saD Tenda 38DDCA made, the router acquires
Internet access through an
Channel 4 j activated 3G/4G USB modem
which is attached to its USB
Key 12945678 port. Wired WAN access is
disabled.
Security Mode Wireless Router Mode: In this
Tenda optimizes wireless security. Default AES under WPAZ-PSK will effectively protect your made, the router acquires
network against unauthorized accesses. Ifthis field is left blank, your wireless netwark is not Internet access through a
secured. wired WAN port. 354G

access is disabled.
Previous et Universal Repeater: Also
known as Client plus AP
Mode. In this mode the router
acquires Internet access from
aremote wireless device and

provides access to clients in
the meantime.

@ Click Finish and wait for the device to restart.

Wizard Wizard Help
3G/4G Router Mode: In this
Configurations complete moade, the router will try 3G/4G
access only. WAN access is
disabled
Presvious Finish \Wireless Router Mode: In this

made, the router will try WAN
access only. 3G/4G access is
disabled

Q-
Tip
In Universal Repeater Mode, your wireless network must operate on the same

channel as the remote AP.

Auto-switch System Mode & Priority

Auto-switch System Mode: If unchecked, system will not switch between the
3G/4G Router Mode and Wireless Router Mode.

If the Auto-switch System Mode and 3G/4G Priority are selected, system
will:

® prioritize the 3G/4G Router Mode when detecting the coexistence of an

gl 1T Quick Setup | Tenda




Ethernet cable and a 3G/4G USB modem.

® operate in the 3G/4G Router Mode when only detecting a 3G/4G USB
modem.

® toggle tothe Wireless Router Mode when only detecting an Ethernet cable.

If the Auto-switch System Mode and Ethernet Priority are selected, system

will:

® prioritize the Wireless Router Mode when detecting the coexistence of an
Ethernet cable and a 3G/4G USB modem.

® toggle to the 3G/4G Router Mode when only detecting a 3G/4G USB
modem.

® operate in the Wireless Router Mode when only detecting an Ethernet

cable.

R 1T Quick Setup | Tenda




Il Features & Configurations

1 Status

Click Status to enter the Status screen.

WAN Status

WAN Status in 3G/4G Router Mode:

Status

3G/4G Traffic Statistics st Connetion Siaflis  /Conneeiea Here you can view the WAN
status. LAN status. wireless
WANIP  10.30.233.107 status and system status of

the device.

SubnetMask  255.255.255.255
Gateway  10.0.0.1
Primary DNS Server  221.12.1.227
Secondary DNS Server  221.12.33.227

Internet Connection Type  3G/4G

Disconnect

3G/4G Traffic Statistics

To view the 3G/4G traffic statistics, click Status -> 3G/4G Traffic Statistics.

This screen is available only in the 3G/4G Router Mode.
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3G/AG Traffic Statistics

3G/4G Traffic Statistics

Upload Speed  0.06 KB/s
Download Speed  0.16 KB/s
TiData 47.11KB

RXData 246.6 KB

Connected Time  00:09:56

Total Statistics 503 7 kg ‘ Clear |

MNote: This traffic statistics is for references only. For actual statistics info consult yvour
ISP

Help

Here is only for monitoring
Internet data traffic passing
through the 3G/4G modem
that is attached to the
router.

WAN Status in Wireless Router Mode

WAN Status

Internet Connection Status  Connected
WANIF O 223.00.214
SubnetMask  255.255.255.0
Gateway  223.001
Primary DMNS Server 2222
Secondary DMNS Server 4444

Internet Connection Type Dynamic IF

Connect Disconnect

Help

Here you can view the WAN
status, LAN status, wireless
status and system status of
the device.

WAN Status in Universal Repeater Mode

WAN Status

Repeater Status ~ Connected

Help

Here you can view the WARN
status, LAM status, wireless
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(\:;.
QTip
@O WAN IP/Subnet Mask/Gateway/Primary DNS Server/Secondary DNS

Server: This type of information appears only if the router successfully
connects to the Internet via a PPPoE or a DHCP (dynamic IP) connection.
However if you connect the router to the Internet with static IP settings
provided by your ISP, these fields will display the settings you entered

whether the router successfully connects to the Internet or not.

@ If there is no available secondary DNS server, nothing appears in the

secondary DNS server field.

LAN Status
IP Address  192.168.0.1
Subnet Mask  255.255.255.0
DHCF Server  Enabled
Anote

The DHCP Server is disabled in Universal Repeater Mode.

Wireless Status

Wireless Radio Enabled

S50 Tenda_38DDCY

802.11 Mode 11k/g/in mixed mode

Channel  Auto

Security Mode Disabled
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System Status

System Time 2013-12-1617:33:13

Up Time 00:03:47

Firmware Yersion  4G630_V1.0.01_EN

Hardware Version V1.0

LAMN MAC Address

]

2:3A30:38.D0:CE

]

WAN MAC Address 8:3435:38:0D:C8

Connected Clients 1

L:[:H Knowledge Center
WAN MAC Address: The device’s current WAN MAC address.

System Time: Current system time on this device. The device automatically
synchronizes the system time with Internet time servers.

Up Time: Displays the time duration indicating how long the router has been up
since startup. Up time is recounted and renewed upon power-off.

Connected Clients: Displays the number of DHCP clients.
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2 Basic Settings

To change the device's login IP address, see 2.1 LAN Settings.

To set up the Internet, see 2.2 WAN Settings.

To set up speed and duplex mode for the WAN port, see 2.3 WAN Speed

(Available only in Wireless Router Mode).

To configure DNS server, see 2.4 DNS Settings.

To clone MAC address, see 2.5 MAC Clone (Available only in Wireless

Router Mode).

To configure DHCP server, see 2.6 DHCP Server.

To assign static IP addresses and view LAN device information, see 2.7

DHCP Client List.

ANote

In the Universal Repeater Mode, only the LAN Settings screen is available.

2.1 LAN Settings

Here you can configure the LAN IP address and subnet mask. This IP address is
to be used to access the device’s settings through a Web browser. Be sure to

make a note of any changes you apply to this page.

ll(\::.
QTip
Default IP address and subnet mask are respectively 192.168.0.1 and

255.255.255.0.

If you change the LAN IP address of the device, you have to open a new
connection to the new IP address and log in again. Also, you have to set the

default gateway addresses of all LAN PCs to this new IP address.

The device's LAN IP address and WAN I[P address must be on different IP



segments. If not, it will not be able to access the Internet.

WAN Settings |P Address 1021689 . 1 Use this section to configure
device's LAN IP address and
WAN Speed
SubnetMask  255.255.255.0 Subnet Mask. The default IP
S EaTE address is 192.168.0.1, and
ettings
2 the default Subnet Mask is
MAC Clone Save Cancel 2552652550
DHCFP Senver

DHCP Client List

Configuration Procedures:

(1 Change the IP address to the one you wish to use, for example,

192.168.10.1.

@ Click Save to save your settings.

2.2 WAN Settings

Click Basic -> WAN Settings to configure your Internet connection settings.

3G/4G Router Mode

rZIl 111 Features & Configurations | Tenda




Basic I Wireless Advanced

LAN Settings WAN Settings Help

WAN Settings Country UK j Connecton Demand is

specially recommended for

DMS Settings

E r those who do notneedto
Service Provider | yodafone (Pre-pay) j I t s
always stay connected an
DHCP Server
wantto save available volume
ISP Vodafone (Pre-pay)

DHCP Client List of Internet traffic or bill. In this
connection mode, a 3G/M4G
connection automatically

starts when there is outbound

APN pp.vodafone.co.uk

Dial Number =
9% traffic to the Internet, and it

automatically terminates to
save your bill ifthere is no
Internet activity.

Advanced PPP Settings

User Name web

Password aee

Select your connect mode: Click Save and rebootthe device to acitvate your settings.

' Connect Autornatically: Connect automatically to the Internet after system reboot or
connection failure.

€ Connect Manually (Require the user to manually connect to Internet before each
session.)

' Connect On Demand: Re-establish connection to the Internet only when there is data
fransmitting.

Max Idle Time G0 (G0-3600,second)
' Connect During Specified Time Period:Connect autornatically to Internet during a
specified time length.

Mote: To activate the" Connect during Specified Time” feature, you must first configure system
time (Teols= Time & Date) for the device

Configuration Procedures:
(O Country: Select your country.
Service Provider/ISP: Select your 3G/4G service provider and ISP.

APN: Access point Name. Consult your ISP if you are not clear.

® @ ©

Dial Number: Common numbers are *99#, #777 and *99***1. Consult your

ISP if you are not clear.

@

User Name/Password: Enter the user name and password for your 3G/4G
Internet service.

® Click Save.

L1

Connect Automatically: Connect automatically to the Internet after rebooting

Knowledge Center

the system or connection failure.
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Connect Manually: Require the user to manually connect to the Internet before
each session.

Connect On Demand: Re-establish connection to the Internet only when there
is data transmitting.

Connect During Specified Time Period: Connect automatically to the Internet

during a specified time length.

Wireless Router Mode

The Wireless Router Mode includes the following Internet connection types:

¢ DHCP

® PPPoE
¢ Static IP
e L2TP

° PPTP

A. Select PPPoE if your ISP uses a PPPoE connection and gives you a PPPoE
user name and a PPPoE password.

B. Select Static IP if your ISP provides you with fixed or static IP address
settings (special deployment by ISP; this is rare).

C. Select DHCP (Dynamic IP) if your ISP does not provide you with any ISP
login account or IP information.

D. Select L2TP (Layer 2 Tunneling Protocol) if your ISP uses an L2TP
connection.

E. Select PPTP (Point-to-Point-Tunneling Protocol) if your ISP uses a PPTP

connection.

DHCP

DHCP or Dynamic IP is a connection mode that allows the device to
automatically acquire IP information from your ISP or your existing networking

equipment.
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LAN Settings WAN Settings

Internet Connection Type

WAN Speed

MTU

DME Setlings

MAC Clone

DHCP Server

DHCP Client List

DHCP

1500

factory default unless necessary.)

Save Cancel

[

(Do nat change itfram

Help

StaticIP: Select Static IP if your
ISP provided you all the
connection info: IP address,
subnet mask, gateway
address, and DNS address
(es)and enter them in
corresponding fields. Contact
your ISP if you need any help.
DHCP: Also known as
Dynamic IP connection type
Selectitto automatically
ohtain an IP address and
DNS server address for
Internet connection if you are
not provided with any IP or
user namel/password info by
the ISP.

Configuration Procedures:

@ Internet Connection Type

Select DHCP.

@ Click Save to save your settings.

PPPOE

PPPOE

is a connection mode associated with some DSL connections that

requires user name and password. Contact your ISP if you need assistance with

these login credentials.

LAN Settings WAN Settings
palisaings Internet Connection Type
WAM Speed
User Mame
DNS Settings
Password
MAC Clone
T
DHCP Server

DHCP Client List

FPFOE

1492

factory default unless necessary.)

Save Cancel

(Do not change it from

Help

Static IP: Select Static IP if your
ISP provided you all the
connection info: IP address,
subnet mask, gateway
address, and DNS address
(es) and enter them in
corresponding fields. Contact
your ISP if you need any help
DHCP: Also known as
Dynamic IP connection type
Select it to automatically
ohtain an IP address and
DMNS server address for
Internet connection if you are
not provided with any IP ar
user namef/password info by
the ISP.

Configuration Procedures:

@ Internet Connection Type: Select PPPoE.
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@ User Name: Enter the ISP login name.
@ Password: Enter the ISP login password.

@ Click Save to save your settings.

"-!!Jl Knowledge Center

MTU: The MTU (maximum transmission unit) is the largest data packet a
network device transmits. The normal MTU value for most Ethernet networks is
1500 bytes, or 1492 bytes for PPPOE connections. For some ISPs, you might
need to change the MTU. This is rarely required, and should not be done unless
you are sure it is necessary for your ISP connection. For more information, see

WAN MTU Setup.

Static IP

Static IP is a connection mode that allows you to specify the Static IP

information provided by your ISP or that corresponds with your existing

networking equipment.

3
Y ‘i;& AT

LAM Settings

WAN Settings

WAM Speed

DMS Settings

MAC Clone

DHCP Server

DHCP Client List

WAN Settings

Internet Connection Type

IF Address

Subnet Mask

Gateway

Primary DNS

Secondary DNS

MTU

Basic I Wireless

Static IP |

223.0.0.214
255.255.255.0
223.0.0.1
2222

4444

1500 (Do not change it from

factory default unless necessary.)

Save Cancel

Advanced

Help

Static IP: Select Static IP if your
ISP provided you all the
connection info: IP address,
subnet mask, gateway
address, and DMS address
(es) and enter them in
corresponding fields. Contact
your ISP ifyou need any help.
DHCP: Also known as
Dynamic IP connection type
Selectitto automatically
obtain an IP address and
DMNE server address for
Internet connection if you are
not provided with any IP or
user name/password info by
the I15P.

Configuration Procedures:

®

Internet Connection Type

. Select Static IP.
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the information provided by your ISP.

@ Click Save to save your settings.

L2TP

IP Address/Subnet Mask/Gateway/Primary DNS/Secondary DNS: Enter

L2TP (Layer 2 Tunneling Protocol) is a network protocol that enables the secure

transfer of data from a remote client to a private enterprise server by creating a

VPN across TCP/IP-based data. Enter your

establish a connection.

LAN Settings WAN Settings
WAN Settings Internet Connection Type
WAN Speed
L2TP Server Address
DMS Settings
User Mame
MAC Clone
Passward
DHCP Server

Address Mode

DHCP Client List
IP Address
Subnet Mask

Gateway

MTU

L2TP

Static

1458

factory default unless necessary.)

Save Cancel

ISP provided

information to

Basic Wireless

[

(IP Address)

(Do not change it from

2 ;‘:I,\Es AT

Advanced Tools

Help

Static IP: Select Static IP if your
ISP provided you all the
connection info: IP address,
subnet mask, gateway
address, and DNS address
(es) and enter them in
corresponding fields. Contact
your ISP if you need any help.
DHCP: Also known as
DynamicIF connection type.
Select it to automatically
obtain an IP address and
DMNS server address for
Internet connection if you are
not provided with any IP or
user namelpassword info by
the ISP

PPPoE: Select PPPoE (Point
to Point Protocol over
Ethernet} if your ISP uses a
FPPoE connection and
provides you with a PPPoE
user name and a FFFoE
password. Simply enter them
in coresponding fields.

Configuration Procedures:

ISP.

@ ® ®

Internet Connection Type: Select L2TP.

Password: Enter your L2TP Password.

User Name: Enter your L2TP user name.

L2TP Server Address: Enter the L2TP IP address provided by your

Address Mode: Select Dynamic if you don’t get any IP information

from your ISP, otherwise select Static. Consult your ISP if you are
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not clear.
IP Address: Enterthe IP address provided by your ISP. Consult your

local ISP if you are not clear.

Q

Subnet Mask: Enter the subnet mask.
Gateway: Enter the gateway provided by your ISP. Consult your

local ISP if you are not clear.

©® Click Save to save your settings.

PPTP

PPTP (Point-To-Point Tunneling Protocol) is a network protocol that enables the
secure transfer of data from a remote client to a private enterprise server by
creating a VPN across TCP/IP-based data. Enter your ISP provided information
to establish a connection.

MPPE is an encryption technology developed by Microsoft to encrypt

point-to-point links.

Basic Wireless Advanced Tools

2 ;‘:I}s AV

factory default unless necessary.)

Save Cancel

LAN Settings WAN Settings Help
Internet Connection Type PPTP j Static IP: Select Static IP if your
ISP pravided you all the
SRR PETP Sever Address (IP Address) connection info: IP address,
subnet mask, gateway
DMS Settings
User Name address, and DMS address
WMAC Clone (es) and enter them in
Password corresponding fields. Contact
DHCP Server your ISP if you need any help
Address Mode Static j DHCP: Also known as
DHCP Client List Dynamic IP connection type.
P Address Select it to automatically
obtain an IP address and
Subnet Mask DMNS server address for
Internet connection if you are
Gateway not provided with any IP or
user name/passwaord info by
were T the ISP.
PPPoE: Select PPPoE (Point
MTU 1460 (Do not change it from to Point Protocol over

Ethernet) if your ISP uses a
PPPoE connection and
provides you with a PPPoE
user name and a PPFoE
passwaord. Simply enter them
in corresponding fields.

Configuration Procedures:

®

Internet Connection Type: Select PPTP.
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PPTP Server Address: Enter the PPTP IP address provided by your
ISP.

User Name: Enter your PPTP user name.

Password: Enter your PPTP password.

Address Mode: Select Dynamic if you don’t get any IP information
from your ISP, otherwise select Static. Consult your ISP if you are
not clear.

IP Address: Enterthe IP address provided by your ISP. Consult your
local ISP if you are not clear.

Subnet Mask: Enter the subnet mask.

Gateway: Enter the gateway provided by your ISP. Consult your

local ISP if you are not clear.

Click Save to save your settings.

WAN MTU Setup

The MTU (maximum transmission unit) is the largest data packet a network
device transmits. The normal MTU value for most Ethernet networks is 1500
bytes, or 1492 bytes for PPPoOE connections. For some ISPs, you might need to
change the MTU. This is rarely required, and should not be done unless you are
sure it is necessary for your ISP connection. When one network device
communicates across the Internet with another, the data packets travel through
many devices along the way. If a device in the data path has a smaller MTU
value than the other devices, the data packets have to be "fragmented" to
accommodate the device with the smallest MTU value.
The best MTU value is often just the factory default value. In some situations,
changing the MTU value fixes one problem but causes another. Leave the MTU
unchanged unless one of these situations occurs:

You have problems connecting to your ISP or other Internet service, and
either your ISP or our technical support suggests changing the MTU value.
Below Web-based applications might require an MTU change:

A secure Website that does not open, or displays only part of a Web



page

® Yahoo email

o MSN portal
B. You use VPN and encounter serious performance problems.
C. You used a program to optimize MTU for performance reasons, and now you
have connectivity or performance problems.
If you suspect an MTU problem, try changing the MTU to 1400. If this does not
help, gradually reduce the MTU from the maximum value of 1500 until the
problem disappears.

The common MTU sizes and applications are listed in the table below.

1500 Typical for connections that do not use PPPoOE or VPN.
1492 Used in PPPOE environments.
Maximum size to use for pinging. (Larger packets are
1472
fragmented.)
1468 Used in some DHCP environments.
1436 Used in PPTP environments or with VPN.
ANote

A wrong/improper MTU value may cause Internet communication problems. For
example, you may be unable to access certain Websites, frames within

Websites, secure login pages, FTP or POP servers.

2.3 WAN Speed (Available only in Wireless Router Mode)

Click Basic -> WAN Speed to enter the configuration interface. Here you can

configure the WAN speed and duplex mode.
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Wireless Advanced Tools

LAN Settings WAN Speed Help

WAN Settings SpeediDuplex suto j Aging and the length of an
Ethernet cable may reduce

transmission capability. In this

DNS Settings Save Cancel case select 100 Full Duplex
or the mode specified by the

MAC Clone I13P from the Speed/Duplex
drop-down list to improve

DHCP Server performance

DHCP Client List

N
Tip
(1 The device operates in Auto (Auto-negotiation) mode by default. Usually, it

works for most cases.

@ In some situations, you might need to change the speed/duplex mode. For
example, if the cable connected to your device's WAN port is longer than
100m, you may need to use 10M full-duplex or 10M half-duplex for better
performance. Ensure that your device's WAN port operates with the same
speed and duplex mode as the remote link partner. Otherwise, your device's

WAN port may not receive and send data.

2.4 DNS Settings

Click Basic -> DNS Settings to enter the configuration interface.
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Wizard Status Basic Wireless Advanced Tools

LAMN Settings

VAN Settings DNE Setings M DMNS server translates or
resolves domain names into
LS Primary DNS Address | 202.96.134.33 IP addresses. To manually
configure the DNS server
Secondary DNS Address 202.96.128.68 addresses, check the Set

DMS Manually box; to obtain

MAC Clone
DMS server IP addresses
DHCP Server Save Cancel from your ISP automatically,
leave the same box
DHCP Client List unchecked.

Ifthe DNE IP Addresses
entered are incorrect, web
pages will not be ahble to
open. Thus itis advisable not
to change the default seftings
here.

Configuration Procedures:

(M DNS Settings: Check/uncheck to enable/disable the DNS settings.

@ Primary DNS Address: Enter the IP address of the primary DNS server
provided by your ISP.

@ Secondary DNS Address: If a secondary DNS server address is available,

enter it here. This field is optional.

@ Click Save to save your settings.

ANote

The default DNS settings are recommended. Only change the DNS default
settings if you know that your ISP requires specific servers. If incorrect DNS

settings are configured, Webpages may not open.

2.5 MAC Clone (Available only in Wireless Router Mode)

Some ISPs (Internet Service Providers) require end-user's MAC address to
access their network. This feature copies your current PC's MAC address to the
device.

Click Basic -> MAC Clone to enter the configuration screen.
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Basic I Wireless Advanced Tools
LAN Settings MAC Clone Help
WAN Settings MAC Address C8-2A35:38:0DC8 WAN MAC Address: The
device's WAN MAC address
WAN Speed

seen from the Internet side by

: Restare Default MAC Clane MALC your ISP, Normally you dont
DS Settings
needto change its default
Save Cancel wvalue. Narmally you don't need
to change the default WAN
DHCP Server MAC value. However, some
15Ps may require the client
DHCFP Client List PC's MAC address for Internet

connection authentication. In
this case, simply enter the
correct MAC address or click
the "Clone MAC™ button and
then save your setftings.
Clone WAC: Click to copy your
PC's MAC address to the
device.

"-!!Jl Knowledge Center

Restore Default MAC: Reset the device’s WAN MAC address to factory default.
Clone MAC: Clicking this button copies the MAC address of the computer that
you are currently using to the router. Note that you have to use the computer
whose MAC address is allowed by your ISP. Also, you can manually enter the

MAC address that you want to use.

To restore default MAC address:

(@ Click Restore Default MAC.

@ Click Save to save your settings.

To copy the MAC address of the computer that you are currently using to

the device:

@ Click Clone MAC.

@ Click Save to save your settings.

To manually enter the MAC address allowed by your ISP:

(@» Enter the MAC address allowed by your ISP.

@ Click Save to save your settings.
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2.6 DHCP Server

DHCP (Dynamic Host Configuration Protocol) assigns an IP address to each

device on the LAN/private network. When you enable the DHCP Server, the

DHCP Server will automatically allocate an unused IP address from the IP

address pool specified in this screen to the requesting device as long as the

device is set to "Obtain an IP Address Automatically"”. If you disable this feature,

you have to manually configure the TCP/IP settings for all PCs on your LAN to

access the Internet.

Click Basic -> DHCP Server to enter the screen below. Here you can change

the DHCP IP address pool and lease time.

LAN Settings

WAN Settings

WAN Speed

DMS Settings

MAC Clone

DHCP Client List

DHCP Server

Start IP

EndIP

Lease Time

Wizard Status

W Enahble

192.168.0. 100

192.168.0.| 200

1 day

Save Cancel

Basic

Advanced Tools

The Dynamic Host
Configuration Protacol
(DHCP) is an automatic
configuration protocol used on
IFP networks. If you enable the
built-in DHCP server on the
router, it will automatically
configure the TCP/P protocol
settings for all PC's in the
LAM, including IP address,
subnet mask, gateway, and
DMS.

Start IP: Enter the starting IP
address for the DHCP
server's IP assignment.

End IP: Enterthe ending IP
address forthe DHCP
servers IP assignment
Lease Time: The lease time
is atime length thatthe IP
address is assigned to each
device hefore itis refreshed.

Configuration Procedures:

@ DHCP Server - Enable: Check/uncheck the box to enable

DHCP server feature.

or disable the

@ Start IP/End IP: You can specify the starting and ending addresses of the IP

address pool here. These addresses should be part of the same IP address

subnet as the device’s LAN IP address.
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@ Lease Time: The lease time is a time length that the IP address is assigned

to each device before it is refreshed.

@ Click Save to save your settings.

(\::.
QTip
@ By default, the device functions as a DHCP server. Do not disable the DHCP

server feature unless you want to manually configure the TCP/IP settings for

all the PCs on your LAN.

@ Lease time will be renewed automatically upon expiry.

@ If you are not an advanced user, the default DHCP server settings are

recommended.

2.7 DHCP Client List

Click Basic -> DHCP Client List. Here you can see a list of the DHCP dynamic
clients (if any). By viewing this list, you can know whether there are

unauthorized accesses.

Wizard Status Basic Wireless Advanced Tools

LAN Settings
WAN Settings IP Address  192.168.0. The DHCP Client List displays
information of devices that
SRR Add have obtained IF addresses
fram the device's DHCP
Server If you would like some

MAC Clone Index IP Address MAC Address Delete devices on your netwark to
always have the same IP

MAC Address

DMS Settings

DHCP Server addresses, you can use this
save Cancel feature and manually add a
static DHCP Reservation entry
for each such device.
Refrash Important: To activate new

settings, you must click the
Save button.
Mote: Remember to reboot

INVE-20130508IF 192.168.0.156 c8:9cdo3hiacad 234442 device after you finish

Host Mame IP Address IMAC Address Lease Time

Also, you can specify a reserved IP address for a PC on your LAN. That PC will

always receive the same |IP address each time when it accesses the DHCP
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server. Reserved IP addresses could be assigned to servers that require

permanent |IP settings.

Static Assignment Application Example:

To have a PC at the MAC address of 44:37:E6:4F:37:38 always receive the

same |IP address of 192.168.0.123.

> ;‘]B AV

Basic Wireless Advanced Tools

LAN Settings Static Assignment Help

WAN Settings IP Address  192.168.0. 123 The DHCP Client List displays
information of devices that
have obtained IP addresses
from the device's DHCF
Server. If you would like some

WAN Speed

MAC Address 44 /37 | EG - 4F - 37 [ 38
DMS Settings

MAC Clone Index IP Address MAC Address Delete devices on your netwark to
always have the same IP

DHCP Semver 1 192.162.0.123 443TERAFIT 38 Delete addresses, you can use this

feature and manually add a

DHCF Client List static DHCP Reservation entry

SENE ﬂ for each such device.

DHCP Client List Important. To activate new
settings, you must dlick the

Refresh Save button.
Mote: Remember o reboot

Host Mame IP Address MAC Address Lease Time device Efteryou finisn.

INVE-20130508IF 192.168.0.156 ci9cdo3acas 234447

Configuration Procedures:

(M Enter the last number of the IP address you want to reserve. Here in this

example, enter 123.

@ Enter the MAC address of 44:37:E6:4F:37:38.
@ Click Add.

@ Click Save to save your settings.

@
Tip
@ If the IP address you have reserved for your PC is currently used by another

client, then you will not be able to obtain a new IP address from the device's
DHCP server, instead, you must manually specify a different IP address for

your PC to access the Internet.

@ For PCs that have already obtained IP addresses, you may need to perform
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the Repair action to activate the configured static IP addresses.
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3 Wireless Settings

® To configure wireless network name, channel and other basic wireless

settings, see 3.1 Basic.

® To secure your wireless network, see 3.2 Security.

® To restrict access to your wireless network, see 3.3 Access Control.

® To see who are connecting to your wireless network, see 3.4 Connection

Status.

3.1 Basic

Here you can configure the basic wireless settings of the device.

: ;‘:I,\Es £\

Security

Access Control

Wireless Basic

Wireless Enable

351D Broadcast

Channel

Channel Bandwidth

Extension Channel

¥ Enable

S8ID Tenda_38DDCH Itis advisable thatyou only
config the SSID and channel
Connection Status X i
802.11 Mode 11b/gin mixed mode j seflings and leave other items
unchanged
BSSID  C8:3A:35:38:DD:CO S5I0: This is the public name

& Enable " Disable
2462MHz (Channel 11) j
20 & 20/140

2442MHz (Channel 7) =l

Save Cancel

Basic

Wireless Advanced Tools

Help

This section allows you to
config basic wireless settings

of your wireless network.
Broadcast 551D: Wireless
clients find your wireless
network by performing a scan
to see what's available. When
enabled, your wireless
network is visible to any
wireless clients within
coverage when they scan for a
wireless network; when
disabled, your wireless
network is invisible and thus

SEeCUre.

Configuration Procedures:
(M SSID: This is the public name of your wireless network.

@ Channel: Select a channel or select Auto to let system automatically select

one for your wireless network to operate on if you are unsure of which channel
to use. The best selection is a channel that is the least used by neighboring

networks.

@ Click Save to save your settings.
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AN

802.11 Mode: Select a correct network mode according to your wireless clients.

Knowledge Center

® 11b mode: This network mode delivers wireless speed up to 11Mbps
and is only compatible with 11b wireless clients.
® 11g mode: This network mode delivers wireless speed up to 54Mbps
and is only compatible with 11g wireless clients.
® 11b/g mixed mode: This network mode delivers wireless speed up to
54Mbps and is compatible with 11b/g wireless clients.
® 11b/g/n mixed mode: This network mode delivers wireless speed up to
300Mbps and is compatible with 11b/g/n wireless clients.
BSSID: This is the MAC address of the device's wireless interface.
SSID Broadcast: This option allows you to have your wireless network name
(SSID) publicly broadcast or if you choose to disable it, the SSID will be hidden.
Channel Bandwidth: Select a proper channel bandwidth to enhance wireless
performance. This option is available only in 802.11b/g/n mixed mode.
Maximum wireless speed in the channel bandwidth of 20/40 is 2 times in 20.
Extension Channel: This is used to ensure N speeds for 802.11n devices on
the network. This option is available only in 11b/g/n mixed mode with the

channel bandwidth of 20/40.

3.2 Security

Click Wireless -> Security to enter the configuration screen. Here you can
define a security key to secure your wireless network against unauthorized

accesses.
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Wizard Status Basic Wireless Advanced Tools

Basic
SSID  Tenda_38DDCO WEFP Key: Select Open,
Shared or Mixed WEP from the
Access Control Security Made WPA2 - PSK j corresponding drop-down list
i ASCI: Enter 5 or 13 ASCII
Connection Status . N
Cipher Type = AES T TKIP { TKIPRAES characters.Hex: Enter 10 ar 16

Hex characters.

Security Key 12345678 AMWPAZ: You can select
either personal or mixed, only
Key Renewal Interval 3600 seconds (Key will not be updated if Key Renewal ensure that either one you
Interval is setto "07.) selectis supported on your

wireless clients.

Important If you are an

advanced user and have
WF3 @ Disable " Enable configured security mode
before, you can select any
mode you like, only to assure
thatthe one you choose is
also supported by your
wireless clients; if you are

Save Cancel

new to networking and have
never configured this
parameter before, we suggest
that you select "WPA-PSK™ ar
WPAZ-PSK

Configuration Procedures:

(M Configure Security Mode, Cipher Type and Security Key.

@ Click Save to save your settings.

L:[:H Knowledge Center

WEP: WEP is intended to provide data confidentiality comparable to that of a
traditional wired network.

Open: If selected, wireless speed can reach up to 54Mbps.

Shared: If selected, wireless speed can reach up to 54Mbps.

Default Key: Select a key to be effective for the current WEP encryption. For
example, if you select Key 2, wireless clients must join your wireless network
using this Key 2.

WPA-PSK: WPA personal supports AES and TKIP cipher types.

WPA2-PSK: WPAZ2 personal supports AES, TKIP and TKIP+AES cipher types.
Mixed WPA/WPA2-PSK: If selected, both WPA-PSK and WPA2-PSK secured
wireless clients can join your wireless network.

AES: If selected, wireless speed can reach up to 300Mbps.
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TKIP: If selected, wireless speed can reach up to 54Mbps.
TKIP&AES: If selected, both AES and TKIP secured wireless clients can join
your wireless network.

Key Renewal Interval: Enter a valid time period for the key to be changed.

WPS

Wi-Fi Protected Setup makes it easy for home users who know little of wireless
security to establish a home network, as well as to add new devices to an
existing network without entering long passphrases or configuring complicated
settings. Simply enter a PIN code or press the hardware WPS button and a

secure wireless connection is established.

Wizard Status Basic Wireless Advanced Tools

Basic

Access Control Security Mode

Connection Status

Tenda_38DDCY

Disable j

WEP Key: Select Open,
Shared or Mixed WEP from the
corresponding drop-down list.
ASCIE: Enter 5 or 13 ASCIH
characters Hex: Enter 10 or 16

Hex characters.

WPS " Disable @& Enable WPRANWPAZ: You can select
either personal or mixed, only
ensure that either one you
selectis supported on your

wireless clients.

Device Fin - 69790980

WP3Type & PBC 0 PIN
Impartant If you are an

Start PIM Reset OOB advanced user and have
configured security mode
before, you can select any

made you like, only to assure

Save Cancel

that the one you choose is
also supported by your
wireless clients; if you are
new to networking and have
never configured this
parameter before, we suggest
that you select "WPA-PSK™ or
WPAZ-PSK

llﬂ Knowledge Center

WPS: Select Enable/Disable to enable/disable the WPS encryption.

WPS Type: Select PBC (Push-Button Configuration) or PIN.

Reset OOB: If clicked, the WPS LED will turn off and the security function will

be disabled automatically. The WPS server on the router enters idle mode and

will not respond to any client’s WPS connection request.
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Device PIN: Displays the device’s PIN code.
Start PIN: If you enter the client’s PIN code on the router, clicking this button

starts the PIN connection.

Operation Instructions:

PBC: If you press the hardware WPS button on the device for 1 second, the
WPS LED will blink for about 2 minutes, indicating that the PBC encryption
method is successfully enabled. During this time, an authentication routine can
be performed between your device and a WPS/PBC capable wireless client.
Simply enable the WPS/PBC on the client wireless device. If it passes the
authentication, the wireless client device connects to your device and the WPS
LED turns off. Repeat the steps above if you want to add more wireless client
devices to your device.

PIN: To use this option, you must know the PIN code from the wireless client
and enter it in the corresponding field on your device while using the same PIN

code on the client side for this connection.

ANote

To use the WPS encryption, the wireless client device must also be
WPS-capable.

The WPS becomes unavailable if you select any of the following option:
Open, Shared, WPA2-PSK plus TKIP, and Mixed WPA/WPA2-PSK plus

TKIP.

3.3 Access Control

Specify a list of devices to "Allow" or "Deny" a connection to your wireless
network via the devices’ MAC Addresses.
Click Wireless -> Access Control to enter the configuration screen. Three
options are available: Disable, Deny and Allow.

If you want to allow all wireless clients to join your wireless network, select

Disable.



B. If you want to allow ONLY the specified wireless clients to join your wireless
network, select Allow.
C. If you want to disallow ONLY the specified wireless clients to join your

wireless network, select Deny.

Wireless Access Control Application Example:
To only allow your own notebook at the MAC address of C8:3A:35:CC:34:25 to

join your wireless network:

@ Select Allow.
@ Enter C8:3A:35:CC:34:25.
@ Click Add to add the MAC address to the MAC address list.

@ Click Save to save your settings.

Wizard Status Basic Wireless Advanced Tools

Basic

Security Configure the wireless interface MAC address filtering policy. Specify a list of devices to
allow or disallow a connection
WAL Filter Allow j to your wireless network via
i} the devices'MAC addresses.
Connection Status X K
MAC address Action To deactivate this feature,
select "Disable”; to activate it,

Cld " 3A 35 S CC 34 125 select "Allow™ or "Deny”.

Index MAC Address Delete

1 C8:3A35:CC:34:25 Delete

Save Cancel

(\:;.
QTip
If you don't want to configure the complex wireless security settings and want to

disallow others to join your wireless network, you can configure a wireless

access control rule to allow only your own wireless device.

3.4 Connection Status

Click Wireless -> Connection Status. Here you can see a list of wireless
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devices (if any) connected to the device.

Basic Wireless Connection Status Help

Security This section displays info of connected wireless clients. This section displays info of

Currently Connected Clients: Fefresh connected wireless clients.
E— MAC: Wireless MAC address

> of a current host.
Connection Status NO. MAC address Bandwidth
1 T0:72:3C:30:4B:07 58.0 Mbps

@Tip

@® The Bandwidth here refers to the channel bandwidth instead of wireless

Access Control

connection rate.

@ You can know whether there are unauthorized accesses to your wireless

network by viewing this connection status list.
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4 Advanced Applications

This section includes the following:
To remotely access the device via a domain name or access a server on a

LAN PC, see 4.1 DDNS Settings.

To let an Internet user access your LAN PC without any restriction, see

4.2 DMZ Host.

To automatically map the ports between WAN and LAN, see 4.3 UPNP.

To enable the remote Web management feature, see 4.4 Remote Web

Management.

To regulate bandwidth, see 4.5 Bandwidth Control (Available only in

4G600).

To restrict your LAN PCs to access certain services on the Internet via

their IP addresses, see 4.6 Client Filter (Available only in 4G600).

4.1 DDNS Settings

Dynamic DNS or DDNS is a term used for the updating in real time of Internet
Domain Name System (DNS) name servers. We use a numeric IP address
allocated by Internet Service Provider (ISP) to connect to the Internet; the
address may either be stable ("static"), or may change from one session on the
Internet to the next ("dynamic"). However, a numeric address is inconvenient to
remember; an address which changes unpredictably makes connection
impossible. The DDNS provider allocates a static host name to the user;
whenever the user is allocated a new IP address this is communicated to the
DDNS provider by software running on a computer or network device at that
address; the provider distributes the association between the host name and
the address to the Internet's DNS servers so that they may resolve DNS queries.
Thus, uninterrupted access to devices and services whose numeric IP address
may change is maintained.

Click Advanced -> DDNS Settings to enter the screen below.



Wizard Status Basic Wireless Advanced Tools

DZ Host DNS Settngs [ Enable DDNS DDNS makes it possible to
associate a stable domain
Ui DDNS Senice Provider no-ip.com j Reagister Mow name with a dynamically
Remote Web Management changing WAN IP address. So
User Mame yOU can access or establish
weh/FTP severs, etcon PCs
Fassword in LAM without warrying about
achanging IP. Before
Domain Mame configuring any DONS

settings, click "Register Mow
to register a domain name
with your DDMNS senvice

Save Cancel

provider on its website.

DDMS Service Provider. Select
your DDNS service provider
from the drop-down menu and
enterthe user name
password, and domain name
(Host Mame) that you
registered with your DDNS
service provider.

(\:;.
L)Tip
To use the DDNS feature, you need to have an account with one of the DDNS

Service Providers in the drop-down list first.

DDNS Application Example:

If your ISP gives you a dynamic (changing) public IP address, you want to

access your router remotely (see 4.4 Remote Web Management) but you
cannot predict what your router's WAN IP address will be, and the address can
change frequently. In this case, you can use a commercial Dynamic DNS service.
It lets you register your domain to their IP address and forwards traffic directed
at your domain to your frequently changing IP address.

If your DDNS service provider provides you with a DDNS account (User Name:
tenda, Password: 123456, Domain Name: tenda.dyndns.org) and you want to
use the PC at the IP address of 218.88.93.33 to remotely access this device on
the port number of 8090. Then follow the steps below:

(1 DDNS Settings: Check the Enable DDNS box.

@) DDNS Service Provider: Select your DDNS service provider from the
drop-down list. Here in this example, select dyndns.org.

(3 User Name: Enter the DDNS user name you have registered with your
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DDNS service provider. Here in this example, enter tenda.

@ Password: Enter the DDNS Password you have registered with your DDNS
service provider. Here in this example, enter 123456.

© Domain Name: Enter the DDNS domain name you have registered with your

DDNS service provider. Here in this example, enter tenda.dyndns.org.

® Click Save to save your settings.

DMZ Host DNS Seffings @ Enable DDNS DONS makes it possible to
agsociate a stable domain
LFm DDMNS Senvice Provider dyndns.org j Reaister Now name with a dynamically
BN E DM i gem et changing WAN IP address. So
User Mame tenda you can access or establish
web/FTP severs, etcon PCs
Passwaord ssssss in LAM without worrying about
achanging IP. Before
DomainMame | tenda.dyndns.org configuring any DONS

seftings, click "Register Mow™
to register a domain name
with your DDMS service
provider on its wehsite.

DONS Service Provider: Select
your DDNS service provider
from the drop-down menu and
enter the user name,
password, and domain name
(Host Name) that you
registered with your DDMNS
senice provider.

Save Cancel

(D Click Remote Web Management, enable the Remote Web Management

feature, enter 8090 in the Port field, 218.88.93.33 in the IP Address field and

then click Save to save your settings.

DOMS Settings Remote WEB Management Help

DMZ Host Enable I~ The Remote Web
Management feature allows

UFnp FPort 8090 the Router to be managed

from the Internet via a web
Remote Web Management
IP Address 218.88.93.33 browser. To use this feature,

Checkthe Enable Remote
\Web Management box and
specify a Remote
Management Port.

Port: Remote admin port; the
portusedto access the device

Save Cancel

from Internet or external

networks.

Now, you can access your device from the Internet by typing your device’s

domain name into your browser’s address or location field on your PC
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(218.88.93.33) followed by a colon (:) and the remote management port number.

Here in this example, enter http://tenda.dyndns.org:8090.

4.2 DMZ Host

The DMZ (De-Militarized Zone) function disables the firewall on the router for
one device for a special purpose service such as Internet gaming or video
conferencing applications that are not compatible with NAT (Network Address
Translation).

Click Advanced -> DMZ Host to enter the screen below.

ANote

(1 DMZ host poses a security risk. A computer configured as the DMZ host

loses much of the protection of the firewall and becomes vulnerable to

attacks from external networks.

@ Hackers may use the DMZ host computer to attack other computers on your

network.

Wizard Status Basic Wireless Advanced Tools

DDNS Settings

Mote: Once a PCis setto a DMZ host, itwill be completely exposed to Internet, and may be The DMZ (De-Militarized Zone)

ecome inoperative function disables the firewall

vulnerable to attack as firewall sett
UFnP

Enable on the router for one device for

a special purpose senice
Remote Web Management DMZ Host IP 192.168.0.100 such as Internet gaming or
video conferencing. Be sure to
statically setthe IP Address of
the DMZ host for this function
to be consistent. Enter the
static IP address ofthe PC on
your LAM which you want to

Save Cancel

setas a DMZ host. Once
enabled, the DMZ host loses
protection from device's
firewall and becomes
vulnerable to attacks.

Configuration Procedures:

@® DMZ Host IP: The IP address of the device for which the router’s firewall
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will be disabled. Be sure to statically set the IP address of the device that

serves as a DMZ host for this function to be consistent.

@ Enable: Check to enable the DMZ host functionality.

@ Click Save to save your settings.

(\:;.
QTip
Security softwares such as anti-virus softwares and OS built-in firewall, etc.

may affect the DMZ host feature. Disable them if the DMZ host fails.

4.3 UPNP

The Universal Plug and Play (UPnP) feature allows network devices, such as
computers from the Internet, to access resources on local host or devices as
needed. UPnP-enabled devices can be discovered automatically by the UPnP
service application on the LAN. If you use applications such as multiplayer
gaming, peer-to-peer connections, real-time communications such as instant
messaging, or remote assistance (a feature in Windows XP), you may need to
enable Universal Plug and Play (UPnP) for better experience.

Click Advanced -> UPnP to enter the configuration screen. The UPnP feature is

enabled by default.

Wizard Status Basic Wireless Advanced Tools

DDOMS Settings

Enahle UPRP |7 The Universal Plug and Play
"""" (UPNP) feature allows network

devices, such as computers

from Internet, to access

resources on local host or

devices as needed. UPnP-

DMZ Host

Save Cancel
Remote Web Management

enabled devices can be
discovered automatically by
the UPnP service application
on the LAM. Presently, itis
only suppored by operating
systems like Windows ME
and Windows XP or later.
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4.4 Remote Web Management

The Remote Web Management allows the device to be configured and managed
remotely from the Internet via a Web browser.
Click Advanced -> Remote Web Management to enter the configuration

screen.

Wizard Status Basic Wireless Advanced Tools

DDMS Settings

DmZ Host Enable The Remote Web
Management feature allows
UPRP N
FPort 8080 the Router to be managed
from the Internet via a web
IP Address 0.0.0.0 browser. To use this feature,

Check the Enable Remote
Webh Management box and
specify a Remote
Management Port.

Fort: Remote admin port; the
port used to access the device
from Internet or external
networks.

IF: Enter the IF address of a
trusted PC from Internet or

Save Cancel

other external networks which
you wantto authorize to
manage your router remotely.
Mote: Ifthe IF address is
0.0.0.07, itindicates that all
WAN IP can access the web.

@Tip

(M For better security, configure a port number (between 1025 and 65535) as
the remote Web management interface, do not use the number of any
common service port (1~1024).

@ Make sure your WAN IP address (Internet IP address) is a public IP address.

Private IP addresses are not routed on the Internet.

@ It is unsafe to make your router remotely accessible to all PCs on external

network. For the purpose of security, we suggest that you only enter the IP

address of the PC that is to be used to remotely manage your device.

Remote Web Management Application Example:

To access your device (WAN IP address: 102.33.66.88) at your home from the
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PC (218.88.93.33) at your office via the port number of 8090, follow the steps

below:

O Enable: Check to enable the remote Web management feature.
@ Port: Enter 8090.

@ |IP Address: Specify the IP address for remote management. Here in this

example, enter 218.88.93.33.

@ Click Save to save your settings.

Wizard Status Basic Wireless Advanced Tools
DDMS Settings
DMZ Host Enable ™ The Remote Weh
Management feature allows
UPnP Port 8090 the Router to be managed
from the Internet via a web
IP Address 218.88.93.33 browser. To use this feature

Checkthe Enable Remote
Web Management box and
specify a Remote
Management Port.

FPort: Remote admin port; the

Save Cancel

portusedto access the device
from Internet or external
networks.

Type "http://102.33.66.88:8090" into your browser’s address or location field

and you can remotely access the router from your home.

L;['ﬂ- Knowledge Center

IP Address: Here you can specify the IP address for remote management (If set
to "0.0.0.0", the device becomes remotely accessible to all the PCs on the
Internet or other external networks).

Port: This is the management port to be open to outside access. The default

setting is 8080. This can be changed.

4.5 Bandwidth Control (Available only in 4G600)

If there are multiple PCs behind your device competing for limited bandwidth

resource, then you can use this feature to specify a reasonable amount of
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bandwidth for each such PC, so that no one will be over stuffed or starved to

death. Note that this feature is unavailable in 3G/4G Router Mode.

Wizard Status Basic Wireless Advanced Tools
DOMS Settings
Bandwidth Control [T Enable Use this section to manage
bandwidth allocation to
NG devices on your LAMN
Save Cancel UploadiDownload Limit Set a
UPnP o
limitto regulate
Client Filter upload/download bandwidth
of PCs an the LAN
Remote Web Management UploadiDownload Limit: Seta

upload/download limit on
specified PC(s)

Bandwidth Control Application Example:

You share a 4M-broadband service with your neighbor (at the IP address of
192.168.0.125). He always downloads a large volume of data from the Internet,
which sharply frustrates your Internet surfing experience; you can use this
feature to set limits for the volume of Internet traffic he can get. For example,
you can equally split the bandwidth, so your neighbor can only use up to 2M

Internet traffic and you can smoothly enjoy 2M.

Configuration Procedures:

@ Bandwidth Control: Check the Enable box to enable the feature.

@ IP Address: Enter the last number of the IP address. Here in this example,

enter 125 in both boxes.

@ Upload Limit: Set a limit to regulate the uplink bandwidth of PC(s) on the

LAN. Here in this example, enter 32 in both boxes.

@ Download Limit: Set a limit to regulate the downlink bandwidth of PC(s)

on the LAN. Here in this example, enter 256 in both boxes.

® Enable: Check to enable the current rule.
® Add to List: Click to add the current rule to the rule list.

@ Click Save to save your settings.
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DOMNS Settings

Bandwidth Control

DMZ Host

UPnF

Client Filter

Remote Web Management

Bandwidth Control

Bandwidth Control
IP Address

Upload Limit

Download Limit

Enable

ID IP Range

1 182168.0.125~125

¥ Enable

192.168.0. 125

32

| Addto

Uplink  Downlink

3z 256

Save

~ 125

KBIs(Max Traffic)

KBIs(Max Traffic)

Enable Edit Delete

N

Edit Delete

Cancel

Advanced

Help

Use this section to manage
bandwidth allocation to
devices on your LAN
UploadiDownload Limit: Seta
limit to regulate
upload/download bandwidth
of FCs on the LAN.
UploadiDownload Limit: Seta
upload/download limit on
specified PC(s).

@Tip

O 1M=128KByte/s.

@ The volume of uplink traffic/downlink traffic should not be larger than that

allowed on your device's WAN (Internet) port. Consult your ISP, if you are

not sure of the total volume of Internet traffic that you can have.

@ The bandwidth for ADSL/DSL line usually refers to the download bandwidth.

4.6 Client Filter (Available only in 4G600)

This section allows you to set the times specific clients can or cannot access

the Internet via the devices’ IP addresses and service port. Note that this

feature is unavailable in 3G/4G Router Mode.
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DDMS Settings

Bandwidth Control

DMZ Host

UPnP

Remote Web Management

Wizard Status Basic Wireless

Enable ClientFilter [T

Default Deny j Access from clients NOT included in below list to

Internet

Day
Mode P Pot  Type Time Action
S |M|T(W|T|F|S

Advanced Tools

This section allows you to set
the times specific clients can
or cannot access the Internet
via the devices’ assigned IP
addresses and port
numbers.You can setthe
access restriction or
permission in details. Be sure
to statically assign IP address

ofthe devices you wish to filter
Delete Al Add for this function to be
consistent. For more
information, see User Guide.
Save Cancel Tips: To add a new rule,
simply click the Add button ; to
edit an existing rule, simply
click the Edit or Change button

nextto it

[J'H Knowledge Center

Default: The default policy for the client filter. For the packets that do not match

the set rule, the default rule is applied.

Filter Mode: Specify a filter mode for the rule.

v Deny: Disallow the packets that match the set rule to pass the router. For
other packets that do not match the set rule, the default policy is applied.

v~ Allow: Allow the packets that match the set rule to pass the router. For other

packets that do not match the set rule, the default policy is applied.

Client Filter Application Example:
To prohibit PCs within the IP address range of 192.168.0.110--192.168.0.111
from accessing Web pages during the time period of 8:00~18:00 from Monday to

Friday, follow the steps below:

Click Add to add a filter rule.
Filter Mode: Select Deny.

Description: Briefly describe the current rule. This field is optional.

® ©® 00 ©6

IP: Enter 192.168.0.110 as the starting IP address and 192.168.0.111 as the

ending IP address.
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® WAN Port Range: Enter a service port number. Here in this example, enter

80 in both boxes. HTTP port 80 is the standard protocol for Web servers.

® Type: Select a protocol for the traffic. If you are unsure, select Both.

@ Time: Specify a time period for the current rule to take effect. Here in this

example, select 8:00~18:00.
Day: Select a day, or several days of the week for the current rule to take

effect. Here in this example, select Mon, Tue, Wed, Thur and Fri.

Click Save to save your settings.

Advanced

DDNS Settings Client Filter Setting Help
Bandwidth Control Filter Mode Deny j This section allows you to set
the times specific clients can
DIZ Host Description access webpage or cannot access the Internet
via the devices’ assigned IP
UPnP
P 1921580110 =| 192.168.0.111 addresses and port

Client Filter {Specify a single IP address or an IP range) numbers.You can setthe

access restriction or
Remote Web Management permission in details. Be sure
W ~
WAN FortRange a0 80 to statically assign IP address
of the devices you wish to filter

Type Both j for this function 1o be
consistent. For more

Time 08 j |00 |7}~ 18 j - 00 j information, see User Guide

Day [T EveryDay [T Sun [ Men [ Tue [@Wed [ Thu Tips: To add a new rule,
WFi - sat simply click the Add button ; to

edit an existing rule, simply
click the Edit or Change button
next to it.

Save Cancel

Deny: Disallow clients at
specified IP address(es) to
access Internet.

©® Enable Client Filter: Check to enable the client filter feature.

@ Select Allow from the Default drop-down list and then click Save.
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Advanced

DDONS Settings
Bandwidth Control
DMZ Host

UFnP

Client Filter

Remaote Web Management

Client Filter

Enable ClientFilter  [¥

Access from clients MOT included in below list to

Internet
Day
Mode P Port Type  Time Action
SM|T|W|T|F|S
192.168.0.110- 80- 08:00- oty Edit
Deny Both I
192.168.0.111 80 18:00 Dal
Dielete All Add

Save Cancel

Help

This section allows you to set
the times specific clients can
or cannot access the Internet
viathe devices  assigned IP
addresses and port
numbers.You can setthe
access restriction or
permission in details. Be sure
to statically assign IP address
of the devices you wish to filter
far this function to be
consistent. For more
information, see User Guide
Tips: To add a new rule,
simply click the Add button ; to
edit an existing rule, simply
click the Edit or Change button
next to it.

Deny: Disallow clients at
specified IP addressies) to
access Internet

@Tip

@ The valid service port number range is 1 ~ 65535.

@ If you have not set up the system time for this device, click Tools -> Time &

Date to configure correct time and date settings for the rule(s) to be

effective.
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5 Tools

® To configure system time, see 5.1 Time & Date.

® To upgrade firmware, see 5.2 Firmware Upgrade.

® To backup or restore configurations, see 5.3 Backup & Restore.

® To restore factory default settings, see 5.4 Restore to Factory Default.

® To change login password, see 5.5 Change Password.

® To view logs, see 5.6 Logs.

® To restart device, see 5.7 Reboot.

5.1 Time & Date

Click Tools -> Time & Date to enter the configuration screen.

@Tip

Configured time and date settings will be lost if the device gets disconnected
from power supply. However, it will be updated automatically when the device
reconnects to the Internet. To activate time-based features (e.g. Client Filter),
the time and date settings should be set correctly first, either manually or

automatically.

A. To synchronize with Internet time servers:

(O Internet Time Server: Check to enable the feature (If enabled, time and date
will be updated automatically from the Internet).

@) Sync Interval: Specify a time interval for periodic update of time and date
information from the Internet.

(3 Time Zone: Select your current time zone.

@ Click Save to save your settings.

© Go to the Status screen to make sure the system time is correctly updated.
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Advanced

Firmware Upgrade Internet Time Server |7 Enable This page is usedto setthe
device's system time. You can
Erchn R Sync Interval 2 hours j choose to setthe time
manually or get the GMT time
Restore to Factory Default
Time Zone (GMT+DE'DD}Bejinglchina.Hgngj from the Internet and the
Change Password system will automatically
Input Time And Date 2012 - 12 - 16 18 43 11 connectto MTP server to
Logs synchronize the time.

. Maote: System time will be lost
Copy Local Time o
Reboot ] when the device is
disconnected from power
Save Cancel supply. However, it will be
updated automatically when
the device reconnects to

Internet. To activate time-
based features (e.g. firewall),
the time and date info shall be
set correctly first, either
manually or automatically.

ANote

In the Universal Repeater Mode, the Internet Time Server - Enable feature is

not available, so you can only set the time and date manually.

B. To set time and date manually/synchronize with your PC:

@ Internet Time Server: Uncheck to disable the feature.

@ Specify the time and date manually or click Copy Local Time to

automatically copy your PC's time to the device.

@ Click Save to save your settings.
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Wizard Status Basic Wireless Advanced Tools

Firmware Upgrade This page is used to setthe

device's system time. You can

Internet Time Server

e tesioe Sync Interval 2 hours j choose to setthe time
manually or get the GMT time
Restore to Factory Default L
Time Zone ( GMT+08:00 )Bejing,China, H-Jngj from the Internet and the
Change Password systermn will automatically
Input Time And Date 2013 -[12 - 16 18 [ 43 [ 11 connectto NTP server to
Logs synchronize the time.

Copy Local Time Mote: System time will be lost
Reboot when the device is

disconnected from power

Save Cancel supply. However, it will be
updated automatically when
the device reconnects to
Internet. To activate time-
based features (e.qg. firewall),
the time and date info shall be
set correctly first, either
manually or automatically.

@ Go to the Status screen to make sure the system time is correctly updated.

5.2 Firmware Upgrade

Click Tools -> Firmware Upgrade to enter the configuration screen. Firmware
upgrade is released periodically to improve the functionality of your device and
also to add new features. If you run into a problem with a specific feature of the

device, log on to our Website (http://www.tendacn.com) to download the latest

firmware to update your device.

ANote

(1 Before you upgrade the firmware, make sure you are having a correct

firmware. A wrong firmware may damage the device.

@ It is advisable that you upgrade the device's firmware over a wired
connection. DO NOT disconnect the power connection to the device when
the upgrade is in process otherwise the router may be permanently

damaged.

Configuration Procedures:
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http://www.tendacn.com/

@® Click Browse.

AV
i Wireless Advanced Tools

Time & Date Fireware Upgrade Help
Firmware Upgrade Use this section to update your router's software for better functionality or new features. To download latest firmware,
Select a Software File Browse... Upgrade 0o to www.tendacn.com
Backup & Restore Browse: Click to locate and
Restore to Factory Defaut Current System Version.  4G630_V1.0.0.1_EN; Release Date:Dec 11 2013 Se':?"‘e latest firmware for
update.
MNote: Do not power off the router while upgrading otherwise it may be permanently damaged. Upgrade: Click to update the

Change Password
device. The device restarts

Logs automatically when update
completes
Reboot

@ Select the firmware file you want to use and click Open.
@ Click Upgrade.

@ Click OK on the appearing screen and wait for it to complete.

When upgrade is completed, check the Current System Version field. It should

display the firmware you load.
5.3 Backup & Restore

Once you have configured the device the way you want it, you can save these
settings to a configuration file on your local hard drive that can later be imported
to your device in case that the device is restored to factory default settings.

Click Tools -> Backup & Restore to enter the configuration screen.

@
Tip
It is advisable to include the file name suffix of ".cfg" to avoid problems when

renaming the file name.

To backup configurations:

@ Click Backup.
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Time & Date

Firmware Upgrade

up & Restore

Restore to Factory Default

Change Password

Logs

Reboot

Backup & Restore

Mote: Use this section to backup current settings or restore previous settings

Save Settings to Local Backup

Load Settings From Local Browse... Restare

Help

Click "Backup”to save a copy
of the device's current settings
to your local hard drive. Click
the "Browse” button to locate
and select a configuration file
thatis saved previously to your
local hard drive. And then click
the "Restore” button to reset
your device to previous
settings.

@ Click OK on the appearing window.

- —
Message from webpage

@ Please select a directory before exporting settings.

[ ok ]| cancel

@ Click Save on the File Download window.

(5

Do you want to save this file. or find a program online to open it?

Name: BackUp.cfg
| Type: Unknown File Type, 12.8KB

From: 192.168.0.1

Eind ] ’ Save ] [ cancel

While files from the Intemet can be useful, some files can potentially harm
your computer. If you do nottrustthe source, do notfind a program to
open this file or save this file. What's the risk?

@ Select a local hard drive to save the file and click Save.
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@mﬂ M Desktop » - | 4y | | Search Desktop ﬂ
" - = - -
‘ Organize ~ New folder B (7] "
I ' Favorites xd = “
A * Libraries
B Desktop = System Folder i
I Downloads
[ i RecentPlaces |z luckyme 3
System Folder
i
) Libraries
R D Computer .
Y B System Folder
. Music —
&, Pictures Netwark
_‘ Videos System Folder
~
I ‘& Computer h l. W311E -
| Fle ame: .||
l Save as type: ’CFG File v]
\; (= Hide Folders save | [ Cancel ] |J

To restore configurations:

@ Click Browse.

Time & Date Backup & Restore Help
Firmware Upgrade Mote: Use this section to backup current settings or restore previous settings Click "Backup”to save a copy
Save Settings to Local Backup ofthe device's current settings
Backup & Restore " 1
to your local hard drive. Click
i T the "Browse” button to locate
Restore to Factory Default Load Settings From Local [Browse.. | Restare

and select a configuration file
thatis saved previously to your

Change Password
local hard drive. And then click
Logs the "Restore” button to reset
your device to previous
Reboot seftings.

@ Select the configuration file that is saved previously to your local hard drive

and click Open.
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5]

‘€& Choose File to Upload

- - -
OO <~ |l Desktop » - | * Search Desktop 2
Organize + Mew folder - 0l @
il %I Systemn Folder il
S0 Favorites i :
Ml Desktop Wireless Utility
Download Shortcut
L.g. ownloads 236 KB
= Recent Places
W311E
B Libraries 5 1 File folder
@ Documents
J" . | W311E V1.0.04_Setup_Test
R '° | Filefolder |
[ Pictures 5
B videos B RouterCfm.cfg
CFG File
6.56 KB
Lol Computer L4
. U5 4G300_EN_root_ulmage
& Win7_en (C) File
—a win xp (Dz) i 2.64 MB i
File name: RouterCfm.cfg - [ﬁl“ Files (") ']
[ Open ] ’ Cancel ]

—

@ Click the Restore button to reset your device to previous settings.

5.4 Restore to Factory Default

Click Tools -> Restore to Factory Default to enter the configuration screen.

Here you can reset the device to factory default settings.

ANote

@ If you enable this option, the device will be restored to factory default values.

You will have to reconfigure Internet connection settings and wireless

settings.

@ Do not restore factory default settings unless the following happens:

v" You need to join a different network or unfortunately forget the login
password.

v" You cannot access the Internet and your ISP or our technical support asks
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you to reset the device.

Advanced

Time & Date Restore to Factory Default Help
Firmware Upgrade Tao restore factory defaults, click the "Restore to Factory Default” button below The device will be resetto
Restore to Factory Default factory defaults ifthis option is

Backup & Restore i enabled.

Default Password:admin
Restore to Factory Default

Default IP:192.168.0.1
Change Password Defaull Subnet

IMask:255.255.255.0
Logs

Reboot

The factory default settings are listed below:
® |P Address: 192.168.0.1
® Subnet Mask: Enter 255.255.255.0.

® Password: admin

5.5 Change Password

Click Tools -> Change Password to enter the configuration screen. It is
strongly recommended that you change the factory default login password.
Otherwise, anyone in your network can access this utility to change your

settings.

@
Tip
(O The default login password is "admin".

@) A valid password must only include letters, numbers or underscore.
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Time & Date Change Password Help

Firmware Upgrade MNote:Password can only include letters, numbers or underscore. Device's default password is
0Old Passwaord “admin”. Itis advisable to

R change it for better security.
New Password Otherwise, anyone in your

Restore to Factory Default ) )
network may access this utility

Change Password Confirm New Password to view or change your
seftings.

Logs Old Password: Enter the old
ﬂ ﬂ password. If you use the
Reboot device forthe first ime, the

password is admin by default.
Mote:Password cannot be
retrieved once lost. [f you
already changed the
password and unfortunately
forget, restore the device to
factory defaults.

MNew Password: Input a new
password. Password must
onlyinclude 3 ~ 12 characters
except space.

Confirm Mew Password: Re-
enter the new password for
confirmation.

Configuration Procedures:
(1 Old Password: Enter the current login password.
New Password: Input a new password.

Confirm New Password: Re-enter the new password for confirmation.

® ©® ©

Click Save to save your settings.

5.6 Logs

Click Tools -> Logs to enter the configuration screen. Here you can view the

history of the device’s actions upon system startup.

Time & Date System Logs Help

Firmware Upgrade Refresh clear Type of logs to display. | ) j The Logs option allows you to

view all events that occur upon

Backup & Restore system startup and check

Index Log Content whether there are attacks

22 2013-12-16 18:59.05 systern  waniup presentin your network
Mote: Logs will be replaced
Change Password .
21 2013-12-16 18:59:02 systern  wan1 down sutomatically once it reaches

20 pages, (namely, 200
Page 321 entries).

Restore to Factory Default

Reboot
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5.7 Reboot

When a certain feature does not take effect or the device is malfunctioning, try

rebooting the device.

Time & Date

Firmware Upgrade

Backup & Restore

Restore to Factory Default

Change Password

Logs

Reboot

Click the button below to restart your router.

Reboot

Help

Rebooting the device activates
new settings. All connections
will be disconnected
automatically while rebooting
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IV Appendix

1 Configure Your PC

Windows 7

Step 1: Click the icon on the right bottom corner of your desktop.
Step 2: Click Open Network and Sharing Center.

Currently connected to:

F=2 Unidentified network
¥ MNolInternet access

@Tip

L}
If you cannot find the icon on the right bottom corner of your desktop, follow
steps below: Click Start -> Control Panel -> Network and Internet -> Network and

Sharing Center.
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Step 3: Click Local Area Connection -> Properties.

'- " 1- <« Metwork and Internet » MNetwork and Sharing Center - Search Control Panel

Control Panel Home

Change adapter sett

Change advanced sh|
settings

See also

HomeGroup

Internet Options

@ Local Area Cunnechl:m Status @ it
et up connections
General . ceetul
i gﬁ ee full map
Connection
IPv4 Connectivity: Mo Internet access Internet
IPvia Connectivity: Mo Internet access i
) Connect or disconnect
Media State: Enabled
Duration: 03:40:31 | Bs type: Mo Internet access
Speed: 1.0 Gbps Mlections: T fLocal Area Connection
Activity
— | for VPN connection; or set up a
Sent — k,! ——  Received
Bytes: 758,618 | 8,236,680
(lFup, or VPM network connection.
| Work computers, or change sharing
Close

4

I

Step 4: Find and double click Internet Protocol Version 4(TCP/IPv4).

1l Local Area Connection Properties . E

Metwaorking

Connect using:
¥ Intel{R) PRO/1000 MT Network Connection

This connection uses the following items:

P& Client for Microsoft Networks

4Bl (205 Packet Scheduler

gﬂle and Printer Sharing for Microsoft Networks

i Intemet Protocaol Version & {TCP/IPvE)

B ntemet Protocol Version 4 (TCP/IPv4)

i Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

Uninstall

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel
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Step 5: Select Obtain an IP address automatically and Obtain DNS server
address automatically and click OK.

. —
Internet Protocol Version 4 (TCP/IPv4) Properties [ 2 [ w3

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

[ (@) Obtain an IP address automatically
) Use the following IP address:

IP address:

Subnet mask.:

Default gateway:

@ Obtain DNS server address automatically

(7) Use the following DMS server addresses:

Preferred DMNS server:

alternate DM server:

Validate settings upon exit

[ ok ]| cancel |

Step 6: Click OK on the Local Area Connection Properties window (see Step 4 for

the screenshot).

Windows XP

Step 1: Right click My Network Places on your desktop and select Properties.

V' Nebwork

Places

Open
Explore
Search for Computers..,

Map Nebwork Dnve...
Disconnect Nebwork Drive, ..

Create Shorteut
Delkete
Rename

Properties
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Step 2: Right click Local Area Connection and select Properties.

i
| Disable
Status

Repair

Bridge Connections

Create Shorbouk

Step 3: Scroll down to find and double click Internet Protocol (TCP/IP).

T

-4 Local Area Connection Properties §|E

 General | Advanced |

Connect using:
B8 Marvel Yukon BBESOS7 PCIE Gigai | [ Canfigwe.. |

This connection uses the following Rems:

I8 Client for Microsoft Networks
V] J®iFile and Printer Sharing for Microsoft Networks
v

QoS Packet Scheduler

o

/ Internet Protocol [TCP/IP)

T

Descaption

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides commurication
across diverse interconnected networks.

Show icon in notification area when connected
Notify me when this connection has limited or ho connectivity

[ ok || Ccancel |
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Step 4: Select Obtain an IP address automatically and Obtain DNS server
address automatically and click OK.

Internet Protocol (TCP/IP) Properties

Genesal | Aemate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Othernwise, you need to ask your network administrator for
the appropriate P settings.

(3) Obtain an IP address automatically
(O Use the following IP address:

(%) Obtain DNS server address automatically
() Use the following DNS server addresses:

Advanced...

[ ok [ cancel |

Step 5: Click OK on the Local Area Connection Properties window (see Step 3 for

the screenshot).
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2 Join Your Wireless Network

{\:;_

QTip

@ To join your wireless network, the PC you use must have an installed wireless
network adapter. If not, install one.

@ The device’s SSID is "Tenda_XXXXXX" by default (where "XXXXXX" is the last

six characters of its MAC address). You can find the MAC address and/or SSID

on the label attached to the device’s bottom).

Windows 7

u
|
Step 1: Click l’” or ; from the right bottom of your desktop.

Step 2: Double click the name of the wireless network (SSID) you wish to join and
then follow onscreen instructions.

Currently connected to:

Network 4
*1 " Internet access

Wireless Network Connection -~

Tenda_OFF02D M

[V] Connect automatically

Tenda_5 ::“‘

Default_5G o
Default 2.4G o
123 k4
Tenda_020070 o
WAYOS ol -

Open Network and Sharing Center

When Connected appears next to the selected wireless network (SSID), you have

successfully connected to it.
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Currently connected to:

Network 4
257 Internet access

", Identifying... ( Tenda_OFF02D )
Mo Internet access

Wireless Metwork Connection ~

Tenda_OFF02D Connected

Tenda_d ?ﬂﬂ

Default_5G o
Default 24G o

123 m
Tenda_020070 o

PECYTYS W _ul

-

Open Metwork and Sharing Center

Windows XP

Step 1: Right click My Network Places and select Properties.

Explore
Search For Computers, ..

Map Metwark Drive, .,
Disconnect Nebwark, Drive, .,

Create Shaorbout
Delete
Rename

Propertie

Step 2: Right click Wireless Network Connection and select View Available

Wireless Networks.
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)
Disable

Status

Repair

EBridge Connections

Create Shortcut
Deleke
Rename

Properties

Step 3: Double click the name of the wireless network (SSID) you wish to join and

then follow onscreen instructions.

I3 Wireless Network Connection X
Network Tasks Choose a wireless networlk
g Refresh network lisk Click. an item in the list below to connect ko a wireless network in range or to get more
information,
<2 Sat up a wireless netwark («@)) Tenda_5G_4BC730 2
Far a horme ar small office ﬁ
Unsecured wireless network. luul][l
Related Tasks (':ﬁ}) Tenda_5G_000058
@ Learn about wireless Unsecured wireless network. luul][l
networking ) Test_yanf_w85ap-5
e Change the order of ﬁ " [l
preferred netwaorks ‘i Security-enabled wireless network (WPA) luul]
'%ﬁ Zhange advanced (l: }) =
settings )
" Security-enabled wireless network (WPAZ) ll.![l
Tenda_0OFFDZD
b

When Connected appears next to the selected wireless network (SSID), you have

successfully connected to it.
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Metwork Tasks

g Refresh nebwork lisk

;’E Set up a wireless network
far a home o small office

Related Tasks

@ Learn about wireless
nebwarking

Change the order of
preferred networks

"gk Change advanced
setkings

U5 Wireless Network Connection

Choose a wireless network

Click an item in the list belaw ko connect to a wireless nebwork in range or o get mare

information.

(tTI?J
(tji>J
(tjliJ
(tji?J
(tjiiJ
(tji>J

Tenda_0FF02D

'r_f Security-enabled wireless netwark (WPA)
tjw_ijj

Unsecured wireless network

Tenda_00006E

Unsecured wirgless network

PTCL-BB-IPTYa

Unsecured wireless network

2

'“_f Security-enabled wireless network (MWPAZ)

Tenda_office

'“_f Security-enabled wireless network (WPAZ)

Connected ﬂf |

atll =
il
aotl
il

ool

ool v

Disconneck |
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3 FAQs

This section provides solutions to problems that may occur during installation and
operation of the device. Read the following if you are running into problems.

If your problem is not covered here, please feel free to go to www.tendacn.com to find

a solution or email your problems to: support@tenda.com.cn or

supporto2@tenda.com.cn. We will be more than happy to help you out as soon as

possible.

1. Q: I cannot access the device's management interface. What should | do?

® Make sure the PWR (power) LED on the device is on and the SYS LED blinks
normally.

® Make sure all cables are correctly connected and the corresponding LAN LED on
the device is on.

® \Verify that your PC's TCP/IP settings are configured correctly. If you select the
"Use the following IP address" option, set your PC's IP address to any IP address
between 192.168.0.2~192.168.0.254. Or you can select the "Obtain an IP
address automatically” option.

® Delete your browser cache and cookies or use a new browser. Make sure you
enter 192.168.0.1 in your browser’s address bar.

® Open your browser and click Tools -> Internet Options -> Connections -> LAN
Settings, uncheck the Use a proxy server for your LAN option.

® Press the WPS/Reset button for over 6 seconds to restore your device to factory

default settings. Then log in to your device again.

2. Q: | changed the login password and unfortunately forget it. What should |
do?
Press the WPS/Reset button for over 6 seconds to restore your device to factory

default settings.

3. Q: My computer shows an IP address conflict error when it connects to the
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device. What should | do?

® Make sure there are no other DHCP servers on your LAN or other DHCP servers
are disabled.

® Make sure the device's LAN IP is not used by other devices on your LAN. The
device's default LAN IP address is 192.168.0.1.

® Make sure the statically assigned IP addresses to the PC(s) on LAN are not used

by others device(s).

4. Q: | cannot access email and the Internet/Some Websites do not open. What
should 1 do?

This problem mainly happens to users who use the PPPoE or Dynamic IP Internet
connection type. You need to change the MTU size. Try changing the MTU to 1450 or
1400. If this does not help, gradually reduce the MTU from the maximum value until the

problem disappears. For details, see WAN MTU Setup.
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4 Remove Wireless Network from Your PC

When you change your wireless network (For example, change your device's SSID or
security key), the old wireless settings on your PC will not be updated accordingly, you
must manually remove them from your PC; otherwise, you may not be able to
wirelessly connect to the device. This section explains how to remove a wireless

network from your PC.

Windows 7

(@ Right-click the Network icon and select Properties.

Open

Map network drve..,
Disconnect network drive...

Create shortcut
Delete

Properties

@ Select Manage Wireless Networks.

> SO AT RN 4 o o o E
@@v % » Control Panel » Network and Internet » Network and Sharing Center 'I"’ Search Control Panel o

Control Panel Home i : ; . 3
View your basic network information and set up connections

_Manage wireless networks A =% 4 (3 See full map
(_Manag J ‘A ~ t 3 Y
Change adapter setti G
RIGF SCARSE AEGS TEST-PC Tenda_home Internet
Change advanced sharing (This computer)
e View your active networks Connect or disconnect

S Tenda_home Access type: No Internet access

: Connections: ! Wireless Network Connection 8
Public network
(Tenda_home)

Change your networking settings

'ﬁ. Set up a new connection or network

@ Select the wireless network and click Remove network.
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* + Y87 so0e . & ¢ -

@C)'Iﬂﬂﬂ » Control Panel » Network and Internet » Manage Wireless Networks v | 45 l I Search Manage Wireless Networks p el l
e — _—— 2l _ OTEE—

T = —

Manage wireless networks that use (Wireless Network Connection 8)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Network and Sharing Center @
Networks you can view, modify, and reorder (2) A

IS'H‘- Tenda_home Security: WPA-Personal Type: Any supported Automatically connect

.9»’- Tenda_AAAABA Security: WPA-Personal Type: Any supported Automatically connect
e

Windows XP

(@ Right-click My Network Places and select Properties.

Open
Explore
Search for Computers, ..

Map Mebwork, Drive, .
Disconnect Mebwork Drive. ..

Creake Shorkouk
Delete
Rename

@ Right click Wireless Network Connection and then select Properties.
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~ LAl or High-Speed Internet
6
N
local Area  JUIEE e p
Gorcanson Yiew Available Wireless Networks
éeQalr
Bridge Connections
_ Create Shorteut
Renane
7 Properties

® Click Wireless Networks, select the wireless network name under Preferred

networks and then click the Remove button.

-+- Local Area Connection Z Properties

| General | Wireless Metworks |.Pu:hranc:ed|

[w]ize Windows to corfigure my wireless netwar settings:

Ayailable networlcs:

To connect to, disconnect from, ar find out more information
about wirgless networks in range, click the button below.

Wiew Wireless hNetworks ]

Prefemed networls:
Automatically connect to available netwoarks in the order listed
below:

1 Tenda_home (Automatic) Maove up

l Add... ] !_Eemmre ] [ Propetties ]
Le bout setti jirel etwork
CEI:fr:-I uam?in:lns. ing up wirsless netwo

| ok || cancel |
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5 Safety and Emission Statement

C€

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures. This
device complies with EU 1999/5/EC.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference
caused by unauthorized modifications to this equipment. (2) To avoid unnecessary

radiation interference, it is recommended to use a shielded RJ-45 cable.

FE

FCC Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

- Reorient or relocate the receiving antenna.



- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.
This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment.

Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with
minimum distance 20cm between the radiator & your body.

NOTE: (1) The manufacturer is not responsible for any radio or TV interference
caused by unauthorized modifications to this equipment. (2) To avoid unnecessary
radiation interference, it is recommended to use a shielded RJ-45 cable.

NCC Notice

READIFERZEDRFEEY , EEHT , 07, BRJAEAEITEEALE
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BORFHERERATERERNZERBRESLERS  RERARERRE &
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RERF, RYRFHRERATISLBFHIE. NERBRRAERES EESHRIR
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